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REGINA | City of Regina

Infinite Horizons

June 27, 2011
Right to Know Steering Committee

Email: 28(1) Personal

c/o #503, 1801 Hamilton Street
Regina, SK S4P 4B$

To Whom It May Concern:

Re: Nomination for Culliton Right to Know Award

I would like to nominate the City of Regina for the 2011 Culliton Right to Know Award.

Public access to municipal government information is important for a number of reasons:

e It provides citizens with relevant information so that they can be actively involved
and engaged in the operations and decision-making of their municipal
government/institution.

e It holds government institutions and Council representatives accountable to
citizens for their actions and decisions that they make.

e It increases a sense of ownership and community through involvement,
communication and understanding.

In the “information age” citizens want more readily available access to all kinds of
information under the control of government institutions—and they want it in new and
mnovative ways. The City of Regina has made enormous strides over the last few years
n trying to meet and exceed citizen expectations for accessing information at the City by
increasing public awareness around access to information and making more information
readily available to the public, using new and mnovative tools to promote access and
increasing internal staff knowledge and understanding about public access to information.

Increased Public Awareness and Access to Information

o Redevelopment of the Public Website (regina.ca) to provide relevant and timely
information to the public on initiatives at the City, activities of Council (including
agendas, minutes and reports), opportunities for public engagement, and other
information of interest to the public (see Appendix “A”).

o The Freedom of Information webpage was enhanced to include information
on how to make a formal access request at the City as well as a downloadable
copy of the form (see Appendix “B”).

Office of the City Clerk

Queen Elizabeth IT Court I 2476 Victoria Avenue
PO Box 1790 | REGINA SK S4P 3C8

P: (306) 777-7058 I F: (306) 777-6809
Regina.ca



Right to Know Steering Committee
June 27, 2011
Page 2

O An external policy statement providing information on what customer
information the City collects, how it is used and other relevant information
related to the Customer Privacy Policy was developed and made available on
the City of Regina website (see appendix “C”). A link was added from the
privacy information page to the Freedom of Information page.

0 Citizens are also able to informally request information either by contacting
Service Regina (777-7000) or by filling out the on-line request form at
www.regina.ca (see Appendix “D”)

Closed Item Review — all private items considered by Council/Committee are
reviewed for release every 6 months.

Innovative Approaches to Providing Access

The City has been innovative in using alternative media such as Facebook, Twitter
and YouTube to provide up-to-date information to the public on relevant decisions,
initiatives, opportunities for engagement and general information on what is
happening at and around the City. This provides a unique opportunity for open public
discussion and dissemination of information (see Appendix “E”).

Projects such as Design Regina include providing information to the public as a key
component of their citizen engagement strategy (see Appendix “F”).

Internal Staff Awareness

Information Governance and Security Awareness Campaign (IGSA) - launched in
December 2010. Monthly emails are sent to all staff on various subjects that have to
do with information governance as well as information security (Appendix “G”).
Emails are intended to engage employees and increase awareness. Subjects covered
so far include:
0 Information 101 — what different types of information does that city have and
what is a record?
0 Access to Information and The Local Authority Freedom of Information and
Protection of Privacy Act
Fraud Awareness and Identity Theft
Password Security
Phishing Scams
0 Open Government
IGSA Speaking Engagements — awareness of the subject is widely promoted
throughout the City in advance of the event: monthly email article, information is
provided in the City’s weekly “CityLife” email as well on our intranet “InSite” and
posters are put up (see appendix “H”). These events are open to all City employees.
0 In March 2011 the City had members of the RCMP and Regina City Police
present on Identity Theft and Fraud (more than 50 people in attendance).
O InJune 2011 the Information and Privacy Commissioner of Saskatchewan
presented on Open Government in 2011 (over 40 people in attendance).

O OO
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Internal Customer Privacy Policy - developed and implemented in January 2011 (see
appendix “I”).
0 The Internal Customer Privacy Policy speaks directly to a citizen’s right to
access information at the City.
O An internal training module was developed and delivered to a number of areas
initially targeting those areas that most frequently deal with customer requests
for information (March 2011).
Improvements to FOI process - In an effort to expedite formal access to information
requests, as well as to ensure that all relevant information to a request was being
identified across the corporation, FOI contacts were established in every area of the
organization.
0 Electronic redaction software was implemented in order to expedite
turnaround time on access requests.
0 In 2009 the City created a formal Access to Information and Privacy
Coordinator position in the Corporate Information Governance Branch in the
Office of the City Clerk that is principally responsible for handling access to
information requests at the City as well as for responding to
inquiries/complaints about the process.
Internal Training — In 2009 28(1) Personal from Saskatchewan Justice was
brought in to deliver two training sessions on Access to Information and Privacy.
Another training session was done internally by the Access to Information & Privacy
Coordinator. There were approximately 200 attendees.

Thank you for taking the time to consider our submission. If you have any questions
please do not hesitate to contact me.

Yours truly,

Alyssa Daku
Manager, Corporate Information Governance

add

Office of the City Clerk

Queen Elizabeth I Court | 2476 Victoria Avenue
PO Box 1790 | REGINA SK S4P 3C8

P: (306) 777-7058 | F: (306) 777-6809
Regina.ca



Right to Know Steering Committee
June 27, 2011
Page 4

Appendix “A” — Redesign of Regina.ca (Improved Access and Awareness)
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Appendix “B” — Freedom of Information (Improved Public Awareness)
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Frequently Asked Questions

What is The Local Authority Freedom of Information and Protection of
Privacy Act?
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What fees will I be charged?

When can 1 expect a response to my request?

Will I get all the information I ask for?

What is personal information?
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“ou are here: > Residents > Site tools > Privacy Policy

F : Access to Information and
Privacy Policy Pratection of Privacy
Customer Privacy Policy

The City of Regina (the "City") is committed to protecting the privacy and

confidentiality of people’s personal information. All personal information that is

collected by the City is done so in accordance with The Local Authority Freedom

of Information and Protection of Privacy Act.

What personal information does the City collect?
Some examples of personal information that the City may collect are:

Contact information such as name, address, phone number, business
contact information, email address;

Additional demographic information such as age, gender, education or
household information;

Health information;

Identification information;

Personal opinions

Financial information such as billing information, income information or
service account information.

What does the City do with my personal information?

In most cases the personal information that we collect from you is used to
deliver services on behalf of the City. For example, water service billing, fire
protection services, recreation program registration, or responding to a customer
inquiry.

From time to time, we may use your personal information to send important
notices, such as communications about utility billing and changes to our policies
or terms of service. Because this information is important to your interaction
with the City, you may not opt out of receiving these communications.
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Appendix “D” — On-line Informal Request for Information (Improved Access and
Awareness
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Appendix “E” — Facebook, Twitter and YouTube (Innovate tools to promote and
facilitate access
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Appendix “F” — Design Regina (Building public awareness of access to information
and innovative approaches to encouraging/facilitating access to information)
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Read More
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Read More
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GET INVOLVED

Where do you want Regina to go from here?
Look around.

This is your city. This is your opportunity to help design its future. Start by exploring this web site

Check outthe Conversation Starters to get a sense of the core issues Design Regina will
tackle

Review Topic Sheets for more context about a number of issues specific ta our city.

Jump in and see how the cheices we make impact other priorities through a unique growth
planning application: MetroQuest

Form a Citizen Circle to make sure issues you care about are considered in the plan

Check back often to find out about upcoming events you cantake partin, and send us your
Share Your Thoughts Card to start shaping your future Regina.
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| Error on page.
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Events
Share Your Thoughts
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Appendix “G” - Information Governance and Security Awareness Campaign —

Access to Information Email (Employee training and awareness of public right to
access)
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REGINA | CityofRegina
Information Governance and Security Awareness
Issue 4 - April 2011
Access to Information |
As discussed in December's email. all municipalities in Saskatchewan are
subject to The Local Authonities Freedom of Information and Protection of
Privacy Act (LAFOIPP)
LAFOIPP gives the public a right to access records at the City (subject to
certain exceptions). This includes records received or produced by you
through the course of your work and includes letters, memas, reports
(including drafts), handwritten notes, emails, sticky notes, journal books,
calendars, drawings, photographs, and every other form of recorded
information. LAFOIPP gives the right of access to any of these records.
A freedom of information access request (FOI) is a formal request for government records under
LAFOIPP. For mare information on the FOI process at the City of Regina checkout the Access to
Information and Protection of Privacy webpage.
when an individual submits a formal
BN i e B i b b M
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**full email content provided below
Office of the City Clerk

Queen Elizabeth IT Court | 2476 Victoria Avenue
PO Box 1790 | REGINA SK S4P 3C8

P: (306) 777-7058 | F: (306) 777-6809
Regina.ca



Right to Know Steering Committee
June 27, 2011
Page 11

Access to Information

As discussed in December’s email, all municipalities in Saskatchewan are
subject to The Local Authorities Freedom of Information and Protection of
Privacy Act (LAFOIPP)

LAFOIPP gives the public a right to access records at the City (subject to
certain exceptions). This includes records received or produced by you through
the course of your work and may include information such as: letters, memos,

reports (including drafts), handwritten notes, emails, sticky notes, journal
books, calendars, drawings, photographs, and every other form of recorded information. LAFOIPP gives

the right of access to any of these records.

A freedom of information access request (FOI) is a formal request for government records under
LAFOIPP. For more information on the FOI process at the City of Regina check-out the Access to

Information and Protection of Privacy webpage.

When an individual submits a formal FOI we
have 30 days to respond. In general, access to the
records will be given, however certain types of
information must be protected. If you receive a
freedom of information request in your office,
contact the Access to Information and Privacy
Coordinator right away for instructions on what
to do with the request.

LAFOIP protects certain information from release
and requires the City to take precautions in
limiting or restricting access to that information.
There are a number of ways you can limit access
to sensitive/personal information, here are a few
examples:

it.

0.k., and nowyou'll do
exactly what I'm telling you !

Limit the number of people who are allowed to access certain folders or applications (ask ITS).
Set-up restricted filing arecas where sensitive files are locked-up.

Lock your own filing cabinets and do not leave sensitive information on your desk.

If you do not need to retain a record or copies of a record that contains sensitive information shred

Next Month: Cyber Security...phishing, hacking, and other cyber threats
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Appendix “H” — IGSA Speaking Engagements — Open Government (Employee
training and awareness of public right to access)
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% Attend this Open Government presentation, June 23

ﬁ
"
REGINA l City of Regina

Infinite Horizons

‘Workplace
o UK and US experience
« Federal Government initiative

+ BC provincial experience
@ - » Toronto. Vancouver and Edmantan framework initiative
oo + Citizens expectations in the information age’

Learn more about open government, open data and these topics:

S

Register by clicking here.

v

Search
S What is Open Government?

When a government at any level makes certain information available free of charge to the public. that government is practicing "open government.” In fact
to ask for information. It is there. on websites and includes information such as spatial data, images/pictures, reports and minutes.

Accarding to the City's 2011 Corporate Information Assessment survey. there are many circumstances where individuals or businesses contact the City
or generate. As discussed previously. under The Local Authority Freedom of Information and Protection of Privacy Act. individuals have the right to reque
subject to certain exemptions

There are many reasons why governments pursue open government initiatives:

= Greater transparency and accountability

= Public/Citizen engagement

= Private Sector/Business engagement

« Reduce time and resources allocated to reproducing information

« Reduce time and resources required to respond te multiple requests for the same information

One aspect of open government that is growing in use across Canada is the concept of "Open Data™. Canadian municipalities. such as Calgary, Edmont:
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Presentation:
Open Government in 2011

Ei"‘umw a
EHEgovernment
~open '

In this information age, our customers want Faster service and more eacily
accessible information. Actend this open government presentation and learn
innovative ways to share content with the public, while improving citizen
engagement.

Whao: Gary Dickson. Information and Privacy Commissioner of Saskatchewan
When: June 23, 2011, 9-10:30 a.m.
Where: Henry Baker Hall, City Hall

The presentation will cover the Following topics relating to open government
and open data:

*  UKand US experience

. Federal Government initiative

. B.C. provincial experience

*  Toronto, Vancouver and Edmonton Framework initiative
*  Citizens’ expectations in the “information age”

Register on InSite

.

City of Regina I RE"EJ_N:I-'_&
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REGINA | CityofRegina

Information Governance and Security Awareness

Issue 7 - June 2011

What is Open Government?

The term "open government” is used to describe the practice by which government
institutions choose to make available certain information to the public free of charge.
Individuals do not have to contact the institution to ask for the nformation. Types of
information government may choose to make available include spatial data,
images/pictures, reports, minutes, etc

As indicated by the City's 2011 Corporate

Information Assessment survey, there are many

circumstances where individuals or businesses

contact the City and want access to information

that we have or generate. As discussed

previously, under The Local Authority Freedom

of Information and Protection of Privacy Act, 1

individuals have the right to request access to any information at the City. subject to
certain exemptions.

There are many reasons why governments pursue open government initiatives:

&4 Local intranet ® 100% ~
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Appendix “I” — Internal Customer Privacy Policy (Employee training and
awareness of public right to access)
G f{
REGINA | City of Regina Corporate Policy

Policy Title: Applies to: Reference #
Customer Privacy Policy All interactions with customers that

involve the collection, use or

disclosure of personal information.
Approved by: Dates: Total # of Pages
Directors’” Forum Effective: 01-Feb-2011

Last Review: 13-Jan-2011 4

Next Review: | 01-Jan-2013
Authority:

The Local Authority Freedom of Information and Protection of Privacy Act

1.0

20

3.0

Purpose
The City of Regina (the “City”™) is committed to protecting the privacy and confidentiality
of people’s personal information. All personal information that is collected by the City is
done so in accordance with The Local Authority Freedom of Information and Protection
of Privacy Act (the “Act”).
The purpose of this policy is to establish appropriate controls and guidelines around the

collection, use, and disclose of customer’s personal information as required to carry out
the City’s legitimate business and public interest mandates.

Scope

This policy applies to all employees of the City of Regina.

Definitions
“Act” — The Local Authority Access to Information and Protection of Privacy Act.

“Authority” — the legal authority to collect, use or disclose personal information derived
from the Act, a bylaw, other legislation or policy .
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“Consent” — the agreement of an individual for the collection, use and disclosure of their
personal information.

“Disclosure” — when personal information collected by the City is provided to a third
party that is not part of the City of Regina.

“Information” - what a record contains. It is also a term often used to refer to the content
of electronic databases or applications. Regardless of the form, all information recorded
and in the possession or control of the City is a record.

“Personal Information” - includes just about any personal information about an
identifiable individual. For example, it may include information about: race; religion;
family status; age; place of origin; employment or criminal history; financial information;
health services number; driver’s license number; address and telephone number; the
views or opinions of someone about that person; information about the physical or mental
condition of an individual; along with a host of other information.

“Record” - means a record of information in any form and includes information that is
written, photographed, recorded, digitized or stored in any manner, but does not include

computer programs or other mechanisms that produce records;

“Use” — when personal information collected by the City is used for an identified purpose
within the City.

Authority
The Local Authority Freedom of Information and Protection of Privacy Act is the

legislation governing the City of Regina with respect to the protection of personal
information in the City’s control.

Guidelines

Responsibility

The City of Regina is responsible for all personal information under its control.
Therefore, every City of Regina employee and contractor is responsible for collecting,
using, disclosing and otherwise managing any personal information they have access to
as a result of their employment or contract with the City in accordance with this policy.

Purpose

Any personal information collected by or for the City must be collected for an identified
purpose. This purpose must be identified at or before the time of collection.

Consent
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Always try to obtain consent from an individual prior to collecting, using or disclosing
their personal information. Consent should be informed which means that the individual
is aware of and understands the purpose for the collection and how the information will
be used or disclosed.

In some cases gaining consent from the individual may not always be feasible,
appropriate or the only legal means. In these cases the authority for the collection must
be derived from the Act or other bylaw, legislation or policy.

If you want to collect, use or disclose personal information or third party information you
must make sure that you have appropriate consent or authority to do so.

Collection of Information

When collecting personal information you must only collect the information necessary to
perform the identified task or function.

Use and Disclosure

Personal information must only be used or disclosed for the purposes it was collected for
or for a use that is consistent with that purpose.

The only other time that you may use or disclose personal information is with the consent
of the individual or when it is authorized by legislation.

Retention

Personal information should be retained only as long as necessary for the fulfillment of
its stated collection purpose, or as specified by law.

When it is no longer required that the personal information be retained—because it is no
longer needed, has met its required retention period or is legally allowed to be disposed
of—we must ensure that appropriate steps are taken to safely and securely dispose of the
records. This will help to prevent unauthorized parties from gaining access to the
information.

Accuracy

We need to make a reasonable effort to ensure that the personal information we are
collecting from our customers is as accurate, complete, and up-to-date as necessary for
the purposes for which it is to be used.

Security

It is important to ensure that appropriate security safeguards are in place to protect
personal information in the custody and control of the City. These safeguards should
address such concerns as appropriate access to information, breach prevention, recovery,
information integrity and other potential security issues. Safeguards include physical,
technical and organizational measures.
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Access

With some exceptions, individuals have a right to be informed of the existence, use and
disclosure of information pertaining to them in the possession of the City. Individuals
also have the right to access to their personal information upon request, to challenge the
accuracy and completeness of their personal information and to request their personal
information be amended when appropriate.

Ability to Challenge

An individual is able to file a complaint regarding the handling of their personal
information at the City of Regina by filling out and submitting a Privacy Complaint form
or by contacting the Access to Information and Privacy Coordinator.

Roles & Responsibilities
a) By delegation, the City Clerk is ultimately accountable for corporate information

at the City of Regina. This includes personal information.

b) The Manager of Corporate Information Governance is responsible for providing
guidance with respect to this policy and ensuring it is maintained.

¢) The Access to Information and Privacy Coordinator is responsible for receiving
and handling all customer privacy complaints in relation to the application of this
policy.

d) All employees are responsible to familiarize themselves with this policy and
adhere to its principles and guidelines.

Reference Material

On-line Customer Privacy Policy

Revision History

(Re)-Approval
Date Description of Change Required (y/n)
01-02-2011 Initial Release. Yes
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